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[bookmark: _Toc801156232]Introduction
This document outlines the procedures to be followed in response to information security incidents that affect [Organisation Name]. It aims to ensure a prompt, efficient, and well-organized response to such incidents.
[bookmark: _Toc371898653]Guidance for Incident Response: 
The procedures outlined in this document should serve as guidance for responding to incidents. Due to the unpredictable nature and impact of incidents, it is crucial to exercise common sense when determining the appropriate course of action.
Structure and Benefits: However, the established structures detailed here are designed to expedite accurate decision-making and facilitate a swift response based on reliable information.
Objectives of the Incident Response Procedure: The incident response procedure aims to achieve the following objectives:
· Provide a concise overview of [Organisation Name]'s response to information security incidents. 
· Identify the individuals responsible for responding to incidents and outline their roles and responsibilities. 
· Describe the available resources and facilities for incident management. 
· Establish the decision-making process for responding to incidents. 
· Explain how communication will be managed within the organisation and with external parties. 
· Provide contact details for key personnel and external agencies. 
· Define the steps to be taken once the incident is resolved and the responders are stood down.
Distribution and Updates: All staff members listed in this document will receive a copy, which must be accessible when needed. Contact details will be reviewed and updated at least three times annually. Any changes to contact information or other relevant details occurring outside of these scheduled checks should be promptly reported to [Email Address]
Protection of Personal Information: All personal information collected as part of the incident response procedure and documented herein will be used solely for the purposes of information security incident management and will adhere to the applicable data protection legislation. 
[bookmark: _Toc68274948][bookmark: _Toc1227376926]Incident response flowchart
The flow of the incident response procedure is shown in the diagram below.
Start
Assemble Incident Response Team
Incident detection
and analysis
Post-incident activities
Containment, eradication, recovery and notification
Finish
NO
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Cease response activities?
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Activate incident response procedure?

[bookmark: _Toc68274981]Figure 1: Incident response flowchart
These steps are explained in more detail in the rest of this procedure.
[bookmark: _Toc1852020028]
Incident Detection and Analysis:
Detection: Incidents can be detected through various channels and sources, depending on their nature and location. Detection methods include internal software tools utilized within [Organisation Name] and employee observations of unusual activities (refer to the Information Security Event Assessment Procedure for detailed event assessment guidelines). In some cases, third parties such as customers, suppliers, or law enforcement agencies may notify [Organisation Name] of a breach, particularly if the compromised information has been misused for malicious purposes.
Time Gap and Prompt Response: It is not uncommon for a time delay to occur between the incident's occurrence and its actual detection. One of the primary objectives of the Information Security Management System (ISMS) is to minimize this detection time. Therefore, it is crucial to initiate the incident response procedure promptly after detection to ensure an effective response.
[bookmark: _Toc1969648107]Impact Assessment:
Upon detection, an initial impact assessment should be conducted by the [IT Service Desk] to determine the appropriate response. This assessment aims to estimate:
· The impact on IT infrastructure, including computers, networks, equipment, and facilities. 
· The information assets at risk or compromised. 
· The probable duration of the incident, including the estimated start time. 
· The affected business units and the extent of their impact. 
· Preliminary indication of the incident's likely cause.
Documentation and Understanding: This information must be documented to provide a clear and time-based understanding of the emerging situation for immediate action and future review. A comprehensive list should be compiled, detailing the information assets, business activities, products, services, teams, and supporting processes that may have been affected by the incident. Additionally, an assessment of the impact's extent should accompany this list.
[bookmark: _Toc68274951]

[bookmark: _Toc196960209]Incident prioritisation
Based on the impact assessment, an incident will be assigned a priority of High, Medium, or Low [Note: numerical values may also be used to reflect priority].
The guidance in the table below will be used in deciding priority.
	PRIORITY
	DESCRIPTION

	High
	Significant actual or potential disruption to the business
Examples:
· Malware has been detected and is spreading across the network
· Unauthorised access has been detected to significant amounts of confidential data
· E-Commerce website is unavailable to customers due to a possible denial of service attack

	Medium
	Localised disruption affecting multiple business areas
Examples:
· Single system unavailable
· Network running slowly
· Loss of an encrypted hard drive

	Low
	Localised inconvenience affecting single user
Examples:
· Minor breach of information security policy
· Virus alert on a single computer
· Sharing of password to system of lower sensitivity


[bookmark: _Toc68274982]
Table 1: Incident priorities

[bookmark: _Toc68274953]

[bookmark: _Toc1486772067]Activation of the Incident Response Procedure:
Evaluation of Incident and Authority to Activate: Following the initial analysis, the [IT Service Desk] or any member of the management team has the authority to contact the Incident Response Team Leader at any time to request an assessment for activating the Information Security Incident Response Procedure. This is generally applicable to High priority incidents and, when deemed appropriate, Medium priority incidents.
Decision to Activate: Upon notification of an incident, the Team Leader must determine whether the scale and actual or potential impact warrant the activation of the Incident Response Procedure and the formation of the Incident Response Team (IRT). While an initial impact assessment will have already been conducted by the IT Service Desk, the Team Leader should consider the following guidelines to determine whether a formal incident response is necessary:
· Significant actual or potential loss of classified information. 
· Significant actual or potential disruption to business operations. 
· Significant risk to the organisation's reputation. 
· Any other situation that may result in a substantial impact on the organisation.
Final Decision and Alternative Response: In cases of disagreement or uncertainty regarding the activation of an incident response, the decision of the Team Leader will be deemed final. If it is decided not to activate the procedure, a plan should be developed to facilitate a lower-level response to the incident through normal management channels. This may involve implementing relevant procedures at a local level.
Activation of the Incident Response Procedure: If the incident warrants the activation of the Incident Response procedure, the Team Leader will initiate the assembly of the Incident Response Team (IRT).
[bookmark: _Toc865402778]Assembling the Incident Response Team:
Activation and Communication: Once the decision to activate the incident response procedure has been made, the Team Leader (or deputy) will ensure that all role holders (or their deputies in case the main role holders are unavailable) are contacted. They will be informed about the incident's nature and requested to either gather at a suitable location or participate in a virtual meeting.
Incident Liaison: The Incident Liaison, however, will be asked to attend the incident location (if applicable and appropriate) to begin gathering information for the incident assessment, which will be conducted by the Incident Response Team (IRT). This information is crucial for determining an appropriate response.
[bookmark: _Toc63334515]Incident Response Team Members: 
The Incident Response Team will typically include the following individuals in their designated roles, along with their respective deputies. However, the specific composition of the team may vary depending on the nature of the incident.
· Team Leader (or Deputy)
· Incident Liaison
· IT Security Specialist
· Legal Advisor
· Public Relations/Communications Representative
· Business Process/Operations Expert
· IT Infrastructure Specialist
· Human Resources Representative
· Data Protection Officer/Privacy Specialist
· Additional subject matter experts or relevant personnel as required
	ROLE/BUSINESS AREA
	MAIN ROLE HOLDER
	DEPUTY

	Team Leader
	
	

	Team Facilitator
	
	

	Incident Liaison
	
	

	Information Technology
	
	

	Business Operations
	
	

	Facilities Management
	
	

	Health and Safety
	
	

	Human Resources
	
	

	Business Continuity Planning
	
	

	Communications (PR and Media Relations)
	
	

	Legal and Regulatory
	
	


[bookmark: _Toc68274983]
Table 2: Incident response team members



[bookmark: _Toc68274955][bookmark: _Toc1663414828]Roles and responsibilities
The responsibilities of the roles within the incident response team are as follows:
[bookmark: _Toc1484067708]Team Leader:
· Makes the decision to initiate a response
· Assembles the Incident Response Team
· Manages the overall operations of the Incident Response Team
· Serves as the liaison with the board and other high-level stakeholders
· Acts as the final decision maker in cases of disagreement
[bookmark: _Toc2083462326]Team Facilitator:
· Supports the Incident Response Team
· Coordinates resources within the command centre/war room
· Prepares for meetings and documents actions and decisions
· Updates team members on the latest status upon their return to the command centre/war room
· Facilitates communication through various channels (e.g., email, fax, telephone)
· Monitors external information sources such as news feeds
[bookmark: _Toc1985086212]Incident Liaison:
· Promptly attends the incident site
· Assess the extent and impact of the incident
· Provides first hand situational updates to the Incident Response Team
· Maintains ongoing communication with the Incident Response Team, providing updates and answering questions to support decision-making
[bookmark: _Toc24343052]Information Technology:
· Provides expertise on technology-related matters
· Assists in assessing the impact of the incident on technology systems
· Contributes to decision-making regarding technology-related issues
[bookmark: _Toc1349237797]Business Operations:
· Provides insights based on knowledge of business operations, products, and services
· Briefs other team members on operational matters
· Assists in assessing the potential impact on customers
[bookmark: _Toc356960090]Facilities Management:
· Handles physical security and access-related aspects
· Provides necessary security presence, if required
[bookmark: _Toc830381811]Health and Safety:
· Assesses the risk to life and well-being associated with the incident
· Ensures compliance with health and safety regulations
· Coordinates with emergency services (e.g., police, fire, medical)
· Considers environmental factors related to the incident
[bookmark: _Toc1500975097]Human Resources:
· Assesses and advises on HR policies and employment contracts
· Represents the interests of organisation employees
· Provides guidance on capability and disciplinary matters
[bookmark: _Toc1805562772]Business Continuity Planning:
· Offers advice on business continuity options
· Activates business continuity plans if necessary
[bookmark: _Toc572142481]Communications (PR and Media Relations):
· Ensures effective internal communication
· Determines the level, frequency, and content of communications with external parties, including the media
· Establishes approaches for keeping affected parties informed (e.g., customers, shareholders)
[bookmark: _Toc2092268652]Legal and Regulatory:
· Provides guidance on compliance with applicable laws and regulatory frameworks 
· Assesses the legal implications of the incident and subsequent actions
· Collaborates with insurers to assess claims and secure additional resources


[bookmark: _Toc68274967]

[bookmark: _Toc423859281]RACI matrix
The table below shows who is either Responsible (R), Accountable (A), Consulted (C) or Informed (I) at different stages of the procedure.

	TASK
	TL
	TF
	IL
	IT
	BO
	FM
	HS
	HR
	CP
	CO
	LR
	EM

	Incident detection 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Incident analysis 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Assemble incident response team 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Containment 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Eradication 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Recovery 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Communication – internal 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Communication – external 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Notification, for example, ICO 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Incident report 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Post-incident review 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X


[bookmark: _Toc68274984]Table 3: RACI matrix
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TL: Team Leader
TF: Team Facilitator
IL: Incident Liaison
IT: Information Technology
BO: Business Operations
FM: Facilities Management
HS: Health and Safety
HR: Human Resources
CP: Business Continuity Planning
CO: Communications
LR: Legal and Regulatory
EM: Employees

[bookmark: _Toc797177786]Logging, Monitoring, and Communication for Incident Management
The Incident Response Team (IRT) is responsible for managing the response to incidents, monitoring their status, and ensuring effective communication at all levels within the organisation. Once an appropriate response plan has been identified, the IRT must oversee the overall response, regularly monitor the incident's progress, and facilitate communication among relevant stakeholders.
To facilitate effective incident management, regular IRT meetings should be conducted at a frequency determined by the Team Leader. The primary objective of these meetings is to ensure efficient allocation of incident management resources and prompt decision-making based on sufficient information. The minutes of each meeting will be recorded by the Team Facilitator.
The Incident Liaison will provide updates to the IRT, as directed by the Team Leader. These updates should be synchronized with the IRT meetings to ensure the availability of the latest information for discussion.
[bookmark: _Toc663669691]Communication Procedures
Maintaining effective communication among all parties involved in the incident response is crucial. Depending on the situation, the default means of communication during an incident may involve face-to-face interaction, phone calls, or collaborative tools such as Microsoft Teams (to be specified by the Team Leader). However, the use of email requires permission from the IRT and should not be the primary method of communication.
The following guidelines should be followed for all communications:
· Maintain a calm and concise approach, avoiding lengthy conversations.
· Inform internal team members to direct information requests to the IRT.
· If a call is answered by someone other than the intended contact:
· Inquire if the contact is available elsewhere.
· If unable to reach them, leave a message requesting a call back on a specified number.
· Avoid disclosing details of the incident.
· Always document the time of calls, responses, and actions taken.
All communications must be accurately recorded, as these records may be required for potential legal proceedings in the future.
[bookmark: _Toc1399858125]External Communication
Depending on the nature of the incident, various external parties may need to be communicated with during the response process. It is crucial to manage the information released to these third parties in a timely and accurate manner.
Calls from external parties not directly involved in the incident response, such as the media, should be redirected to the IRT member responsible for communications.
There may be external parties who, although not directly involved, could be affected by the incident and therefore need to be notified. These parties may include:
· Customers
· Suppliers
· Shareholders
· Regulatory bodies
· Supervisory authorities
· Insurers
The Communications IRT member should compile a list of such interested parties and define the appropriate message to be conveyed. A list of external agencies is provided in Appendix B.
Interested parties who have not been alerted by the IRT may contact the organisation seeking information about the incident and its impact. These calls should be recorded in a message log and forwarded to the Communications IRT member.
[bookmark: _Toc1578689107]Communication with the Media
Regarding media interactions, the communication strategy will generally involve issuing updates through top management. No staff members should give interviews to the media without prior authorization from the IRT.
Preferably, pre-written press releases should be used as the primary communication method with the media. In exceptional circumstances, a press conference may be arranged to address questions related to the incident and its effects. It is the responsibility of the Communications IRT member to coordinate the venue for these conferences and liaise with attending press personnel.


When drafting a media statement, adhere to the following guidelines:
· Protect personal information at all times.
· Stick to factual information and avoid speculating about the incident or its cause.
· Seek legal advice before issuing any statements.
· Anticipate potential questions that may arise.
· Emphasize that a prepared response has been activated and that all necessary measures are being taken.
The organisation will appoint specific staff members as spokespeople for issuing further information, such as during a press conference.

	NAME
	ROLE
	INCIDENT SCALE

	Person A
	IRT Communications
	Low

	Person B
	Head of Corporate Communications
	Medium

	Person C
	Chief Executive Officer
	High


[bookmark: _Toc68274985]
Table 4: Media spokespeople
The most appropriate spokesperson will depend upon the scale of the incident and its effect on customers, supplier, the public and other stakeholders.


[bookmark: _Toc1808744644]Incident Containment, Eradication, Recovery, and Notification
This section outlines the primary steps involved in managing an incident. Specific procedures and plans are available to address the unique aspects of different types of incidents, such as ransomware, denial of service, and data breaches.
[bookmark: _Toc33628433]Containment
The initial step is to mitigate the incident and prevent its escalation. In the case of a virus outbreak, this may involve isolating the affected network segments. For a hacking attack, it may require disabling specific profiles or ports on the firewall or even disconnecting the internal network from the Internet. The appropriate actions will depend on the circumstances of the incident.
Note: If it is anticipated that digital evidence will be collected for potential use in court, precautions must be taken to preserve the admissibility of such evidence. This means ensuring that relevant data is not intentionally or accidentally altered, for example, by powering on a laptop.
Accurate records must be maintained of the actions taken and the evidence collected, particularly if foul play is suspected in the incident. These records should align with digital forensics guidelines. The fundamental principles of these guidelines are as follows:
Principle 1: Avoid altering any data. Any modifications to the data on the affected system can impact future legal proceedings.
Principle 2: Access the original data only in exceptional circumstances. A trained specialist will use tools to create a bit-by-bit copy of the data stored in memory, whether on a hard disk, flash memory, or a SIM card in a phone. All analysis should be conducted on the copy, and the original should not be accessed unless it is absolutely necessary, such as in time-sensitive situations where gaining information to prevent further crimes outweighs preserving the admissibility of evidence.
Principle 3: Maintain an audit trail of all activities performed. Forensic tools automatically handle this, but it also applies to the first responders. Taking photographs and videos is encouraged as long as no physical contact with the evidence is made.
Principle 4: The person in charge must ensure adherence to the guidelines.
Before the arrival of a specialist, basic information should be gathered. This may include:
· Photographs or videos of relevant messages or information
· Manual written records documenting the incident's chronology
· Original documents, including information about who discovered them, where, and when
· Details of any witnesses
Once collected, the evidence should be securely stored in a tamper-proof location, and a formal chain of custody should be established. The evidence may be required for:
· Subsequent analysis to determine the cause of the incident
· Forensic evidence in criminal or civil court proceedings
· Supporting compensation negotiations with software or service suppliers
Next, a comprehensive understanding of the incident and its ramifications should be obtained before undertaking any containment measures. Audit logs may be examined to reconstruct the sequence of events, ensuring that only secure and unaltered copies of the logs are used.
[bookmark: _Toc102673763]Eradication
Actions taken to remediate the damage caused by the incident, such as removing malware, must go through the change management process, likely as an emergency change. These actions should aim to address the immediate cause of the incident and prevent its recurrence. Identified vulnerabilities exploited during the incident should be identified. In certain cases, eradication may not be necessary depending on the nature of the incident.
[bookmark: _Toc955616348]Recovery
During the recovery phase, systems should be restored to their pre-incident state. However, measures should be taken to address any vulnerabilities exploited during the incident. This may involve activities like installing patches, changing passwords, enhancing server security, and revising procedures.
[bookmark: _Toc623826326]Notification
The notification of an information security incident and the resulting data loss is a delicate matter that requires careful handling and full management approval. The IRT, based on legal and expert advice and a comprehensive understanding of the incident's impact, will determine the necessary notification, its timing, and its format. For breaches affecting personal data, please a refer to a privacy and data protection expert.
[Organisation Name] is committed to fully complying with applicable legal and regulatory requirements concerning incident notification. We will also thoroughly evaluate any offerings to be provided to affected parties, such as credit monitoring services.
Records collected during the incident response may be needed for investigations conducted by relevant regulatory bodies, and [Organisation Name] will fully cooperate with such proceedings.
[bookmark: _Toc134122752]Post-Incident Activity
The decision to cease response activities and stand down the IRT will be made by the Team Leader, considering the latest information from the Incident Liaison and other team members. Note that recovery and plan execution may continue beyond this point but with less formal management control.
The Team Leader's decision should be based on the following criteria:
· The situation has been completely resolved or is reasonably stable.
· The rate of change in the situation has slowed down, requiring fewer decisions.
· The appropriate response is well underway, and recovery plans are progressing according to schedule.
· The level of risk to the business has diminished to an acceptable level.
· Immediate legal and regulatory obligations have been fulfilled.
If the incident recovery is ongoing, the Team Leader should define the next steps, which may include:
· Reducing the frequency of IRT meetings (e.g., weekly, depending on the circumstances).
· Notifying all involved parties about the IRT standing down.
· Ensuring the secure storage of all incident documentation.
· Requesting that staff not involved in further work return to their normal duties.
All actions taken during the standing down process should be documented.
After the instruction to stand down, the Team Leader will conduct a debriefing session with all members, ideally within 24 hours. The incident records will be reviewed by the IRT to ensure they accurately reflect the events and provide a complete and precise account of the incident. Any immediate feedback or comments from the team will be recorded.
A formal post-incident review will be conducted at a later time determined by top management, considering the magnitude and nature of the incident.
[bookmark: _Toc469776310]Appendix A: Initial Response Contact Sheet
The table below should be used to document successful and unsuccessful attempts to contact members of the IRT during the initial response phase.
Note: In the "Outcome" column, choose between "Contacted," "No answer," "Message left," and "Unreachable."

	NAME
	ROLE IN PLAN
	OFFICE NUMBER
	HOME NUMBER
	MOBILE NUMBER
	DATE/ TIME
	OUTCOME
	ETA (IF CONTACTED)

	Person A
	Team Leader

	Xxx xxx xxx
	Xxx xxx xxx
	Xxx xxx xxx
	
	
	

	Person B
	Team Facilitator

	Xxx xxx xxx
	Xxx xxx xxx
	Xxx xxx xxx
	
	
	

	Person C
	Incident Liaison

	Xxx xxx xxx
	Xxx xxx xxx
	Xxx xxx xxx
	
	
	

	Person D
	Information Technology
	Xxx xxx xxx
	Xxx xxx xxx
	Xxx xxx xxx
	
	
	

	Person E
	Business Operations
	Xxx xxx xxx
	Xxx xxx xxx
	Xxx xxx xxx
	
	
	

	Person F
	Facilities Management
	Xxx xxx xxx
	Xxx xxx xxx
	Xxx xxx xxx
	
	
	

	Person G
	Health and Safety

	Xxx xxx xxx
	Xxx xxx xxx
	Xxx xxx xxx
	
	
	

	Person H
	Human Resources

	Xxx xxx xxx
	Xxx xxx xxx
	Xxx xxx xxx
	
	
	

	Person I
	Business Continuity Planning
	Xxx xxx xxx
	Xxx xxx xxx
	Xxx xxx xxx
	
	
	

	Person J
	Communications (PR and Media Relations)
	Xxx xxx xxx
	Xxx xxx xxx
	Xxx xxx xxx
	
	
	

	Person K
	Legal and Regulatory
	Xxx xxx xxx
	Xxx xxx xxx
	Xxx xxx xxx
	
	
	


[bookmark: _Toc68274986]
Table 5: Initial response contact sheet



[bookmark: _Toc68274979][bookmark: _Toc234330349]Appendix B: Useful external contacts 
The following table shows the contact details of third parties who may be useful depending on the nature of the incident:

	ORGANISATION
	CONTACT
	TELEPHONE NUMBER
	EMAIL ADDRESS

	Forensic Investigation Consultancy
	
	
	

	Security Software Supplier
	
	
	

	Law Enforcement Agency
	
	
	

	Regional Incident Response Group
	
	
	

	Internet Service Provider
	
	
	

	Insurance Company
	
	
	

	Media Relations Consultants
	
	
	

	Customer Representative Group
	
	
	

	Industry Association
	
	
	

	Industry Regulator
	
	
	


[bookmark: _Toc68274987]
Table 6: Useful external contacts
[bookmark: _Toc956771341][bookmark: _Toc68274980]
 Appendix C: Standard incident response team meeting agenda
It is recommended that the following standard agenda be used for meetings of the Incident Response Team.
AGENDA

Attendees: 	All members of Incident Response Team
Location: 	Command Centre/War Room/Online meeting
Frequency: 	Every four hours
Chair:		Team Leader
Minutes:	Team Facilitator

1. Actions from previous meeting

2. Incident status update

3. Decisions required

4. Task allocation

5. Internal communications

6. External communications

7. Standing down

8. Any other business
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